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81% of hacking-
related breaches 
leveraged either 
stolen and/or weak 
passwords.

 A comprehensive security solution that shields your business from 
cyberattacks, data breaches and backs up your critical data while 

continuously monitoring your systems. 

US companies are experiencing a record number of data breaches, while most independent retailers struggle to address ever-

changing security and maintenance needs. Gone are the days of 4-5 service subscriptions per location; BMC Proactive offers an 

all-in-one, single-source solution addressing the most important security and backup concerns.

Our solution includes automated monitoring, enterprise-grade antivirus, firewall management, managed patching, as well 

as secure automated offsite backups and remote access capabilities. BMC Proactive is the simplest, most comprehensive, 

affordable solution available on the market.

39% of organizations 
were breached 
through insecure 
remote access.

80% of hacking 
attacks could 
be prevented by 
strengthening 
passwords and 
installing patches.

39% 81% 80%

*statistics based on a 2017 study by Security Metrics and a 2017 Verizon Data Breach Report
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Proactive automates standard 
maintenance processes and 
manages over 100 third-party 
program and Windows updates 
on all of your machines. Custom 
monitors address common POS 
failures and alert on hardware 
failures. Enforced password policies, 
structured to meet today’s PCI 
compliance guidelines, provide 
an additional layer of security.  
Combined with advanced system 
logging, Proactive works for you to 
lessen down time. 

Monitoring & Patching

Proactive uses an industry-leading 
enterprise-grade antivirus solution 
which achieves perfect marks on  
AV tests year after year. Our 
comprehensive system requires no 
user interaction and the rules aren’t 
user-modifiable, so virus definitions 
are always kept current and scans 
always happen. Our software can 
even restrict copying of data to 
external media at the click of a 
button. 

Managed Antivirus
Firewalls are essential to a well-
secured system - Proactive includes 
the configuration and maintenance 
of your firewall to meet PCI 
guidelines. Unparalleled gateway 
monitoring, intrusion awareness, 
and content filtering work in sync to 
prevent unwanted cyber intrusions, 
all without user interaction or 
manual setup. Separate secure and 
guest WiFi networks add additional 
convenience and security. 

Managed Firewall

Unlike many cloud services on 
the market which store data on 
servers owned by third parties, 
Proactive data is stored on BMC-
owned servers in redundant offsite 
locations. Offsite backups are 
encrypted during transmission 
and storage using AES 256-bit 
encryption. Storing data locally 
allows for faster restores reducing 
your downtime.

Offsite Backups

Provides coverage for all merchants 
regardless of their PCI-DSS 
compliance up to $100,000 per MID, 
or an aggregate of $500,000 for 
merchants with multiple locations. 
Protects against the expenses 
associated with forensic exams, 
card replacement costs, and fines.  
No underwriting required. 

Breach Insurance

Forced 2-factor authentication, a 
fully-encrypted connection, and 
removal of other remote access 
solutions are cornerstones of our 
industry-leading, self-hosted remote 
access software.  Need to be able to 
print a report from home? Remotely 
access your work machine and 
print right to your printer. Auditing 
and reporting of access controls 
provide access to see who is logged 
in and for how long, which can be 
restricted down to a per-machine 
level.  

Secure Remote Access


